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Introduction Methods
Problem
With the advent of modern technology, digital innovations promise to 
revolutionise convenience and efficiency of patient care, improving 
patient care standards. However, many consumers and healthcare 
providers alike struggle with how to best make use of health apps, as 
well as how best to choose one for their needs. 

Potential Solution
Many people are looking towards authorities to regulate health apps to 
ensure quality standards, but governments have varied progress 
worldwide. Applications should also play a role in this regulation.

Research Aim
This study aims to compare various national policy approaches for 
health apps in nine countries and provide possible recommendations 
that may be helpful for guiding future policy developments to these 
countries.
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The 9 countries are at different stages of development of their policy. The 
diagram below aims to provide a visual summary of the key similarities 
and differences

Health policy across countries are noted to share certain similarities: the 
organisation that developed the framework is a branch of the 
government, usually its healthcare arm, the framework is centralised, and 
policy is based upon local laws. This government-centric, centralised 
policy upholds a certain standard for all health apps, but avoidance of third 
parties to approve health apps will lead to administrative backlog as the 
number of apps in the market increases. 

Country/ 
Criteria

Transparency Health content Technical content Security/Privacy Usability

Definition of 
criterion

Info about app to end-user, basis for consent Evidence basis, appropriateness of 
measurement and interpretation

Software performance interoperability/ bandwidth 
requirements/ application size

Authentication/ 
anonymization, Protection 
against theft, 
viruses/signalling of 
breaches/data 
sharing/maintenance

Ease of installation 
and use/ 
tailoring/multiple 
languages

Belgium Each app listed in the mHealthBElgium portal reveals information about target 
audience, prices, user instructions, connectivity to sensors and how they comply 
to the dedicated criteria in each level.

Cfr Germany different ICT criteria regarding technical and semantic 
interoperability needs to be met 

To reach level 2 within 
mHealthBelgium pyramid, 
different ICT criteria need to 
be met, e.g., regarding data 
privacy, authentication, 
identification as well as 
therapeutic relationship and 
informed consent

No hard checks are 
done. 

Denmark Apps must comply with Qualification and classification of software - Regulation 
(EU) 2017/745, Regulation (EU) 2017/746, GDPR and Danish Law. Other criteria 
are unknown.

Unknown. Unknown Apps must comply with 
GDPR and Danish Law

Unknown

England Digital Technology Assessment Criteria 
(DTAChttps://www.nhsx.nhs.uk/key-tools-and-info/digital-technology-assessment-
criteria-dtac/ (2021)) include specific but nonassessed sections on information 
about the company providing the product and the value proposition.

Effectiveness and cost effectiveness of Apps are 
evaluated by NICE (where they have been 
selected for assessment). Evidence standards for 
digital health technologies are described in the 
NICE Evidence Standards Framework 
(https://www.nice.org.uk/about/what-we-do/our-pr
ogrammes/evidence-standards-framework-for-digi
tal-health-technologies (2021)), which requires 
evidence proportionate to the function of the app. 
Safety is regulated by MHRA.

Evaluated with the DTAC standard – which includes 1) 
interoperability questions about capability to read/write 
into EHRs using industry standards, 2) standards on APIs 
and compliance with specific ISO/IEEE standards where 
appropriate. DTAC also contains specific reliability 
standards.

Apps must comply with 
current English legal basis for 
data protection.

DTAC standards include 1) 
provision of a data protection 
impact assessment 2) 
self-assessment against 
common cyber threats 3) 
should penetration testing 
(OWASP) and 4) load testing 
– amongst other technical 
standards

Evaluated against 
the DTAC standard 
which includes 
specific standards 
on usability and 
accessibility, 
including 
demonstration of 
user centred design, 
accessibility 
standards (WCAG), 
and development 
with iterative/agile 
principles.

Germany List of the apps in DiGA registry include prices, information on the clinical trial(s) 
used to evaluate the app, platforms on which the apps are available, and special 
specifications that apply to the app.

The developer must show proof of quality of 
medical content, compliance with general 
requirements of safety and ‘positive care effects’
(medical benefit or structural and procedure 
effects25). The Fast-Track process facilitates 
broad flexibility in evidence generation: can use a 
variety of study designs, but must designs broadly 
constitute some form of quantitative, comparative 
study showing that the application of a certain 
digital health application (usually in addition to 
standard care) is better than the absence of its 
application. Explicitly accepts retrospective 
studies, such as cohort studies, as sufficient 
evidence, if meaningful data are used and if the 
study population is comparable with the actual 
intended users.

The developer must show proof that the app meets 
pre-specified standards with respect to functionality, 
robustness, and interoperability.

The developer must show 
proof that privacy and 
data-security regulations are 
met. A checklist for 
manufacturers is available 
prior to submission to the 
Fast-Track process.

The developer must 
show proof of user 
friendliness (to 
patients and, where 
relevant, clinicians).

Netherlands Initiatives for uniform evaluation criteria developed by various professional 
associations in medicine, public health and mental healthcare (e.g., the App 
Checker). Different domains are developing their own overviews: medicine 
(KNMG), public health (Community Health Services) and mental health (MIND, 
the Dutch Platform for Mental Health). To be further developed when CEN-ISO / 
TS 82304-2 is published.

Self-evaluated through the App 
Checker or app evaluated by the 
Community Health Service. To be 
further developed according to the 
CEN-ISO / TS 82304-2.

Self-evaluated by app producer through the App Checker 
or app evaluated by the Community Health Service. To be 
further developed when CEN-ISO / TS 82304-2 is 
published

Self-evaluated through the 
App Checker or app 
evaluated by the Community 
Health Service. To be further 
developed when CEN-ISO / 
TS 82304-2 is published.

Self-evaluated 
through the App 
Checker or app 
evaluated by the 
Community Health 
Service. To be 
further developed 
when CEN-ISO / TS 
82304-2 is 
published.

Norway Not defined at the moment. For the current tool catalogue published at 
helsenorge.no, available information about the health apps are: short description, 
purpose of usage, keywords, vendor, and information about switching the citizen 
to the terms of use in that particular app. Consent is regulated separately 
depending on the app in question. In order to use these health apps, citizens have 
to accept the terms of use in the particular app and can withdraw their consent at 
any time.

Clinical content to be evaluated based 
on: involvement of doctors/medical 
personnel in the development of the 
app content, patient contribution in the 
development of the app, overseeing of 
the development by authorities/public 
institutions and available 
documentation in the form of 
qualitative studies that support the 
clinical effect of the app.

The design and development of the app should follow a 
recognised app design standard, such as WC3, WCAG 
2.1 AA or AAA, ISO 9241, Apple HIG, or Android App 
Quality Guidelines.

Data security and privacy are 
treated as separate 
assessment criteria. Security 
criteria relate to: usage of 
industry-standard for the risk 
model in the 
PEN/Vulnerability testing; 
implementation of ISO/IEC 
27001 or a recognized 
equivalent by the health app 
manufacturer and all 
organizations providing 
associated services; and 
Security Assesment.

Privacy criteria refer to: data 
processing overview 
explanation of which personal 
data is collected for which 
purpose and on which 
systems;

Privacy Policy which should 
be clearly available and 
regularly updated; named 
Data Protection Officer 
(DPO), responsible for the 
legal and regulatory 
compliance of processing 
personal information.

The app should 
respond to device 
preferences (such as 
change font/size), 
provide support for 
users with 
dissabilities such as: 
poor sight, or 
hearing difficulty.

Singapore Apps qualified as medical device is to follow regulations as specified in Medical Device Guidance 
GN-08: Guidance on Medical Device Advertisements and Sales Promotion for app description on app 
stores (HSA .
https://www.hsa.gov.sg/docs/default-source/hprg-mdb/gn-08-r2-guidance-on-medical-device-advertisem
ents-and-sales-promotion.pdf (2018)). Beyond this, no current regulation concerns transparency of app 
pricing and financial disclosure. Consent to app use of any kind is governed by the Personal Data 
Protection Act 2012.

For apps qualifying as medical device, 
clinical quality and risk level associated 
with app use are to be evaluated 
following Heath Sciences Authority 
Singapore’s Regulatory Guidelines for 
Software Medical Devices: A Life Cycle 
Approach (HSA
https://www.hsa.gov.sg/docs/default-so
urce/hprg-mdb/gudiance-documents-fo
r-medical-devices/regulatory-guidelines
-for-software-medical-devices---a-life-c
ycle-approach.pdf (2020)), based on 
existing literature and well-established 
clinical guidelines; comparison with 
similarly established software medical 
devices in the market; and/or clinical 
studies for novel claims.

For apps qualifying as medical device, technical aspects on safety and 
performance are to follow GN-16: Guidance on Essential Principles for 
Safety and Performance of Medical Devices (HSA
https://www.hsa.gov.sg/docs/default-source/hprg-mdb/gn-16-r2-guidance-
on-essential-principles-for-safety-and-performance-of-medical-devices(18
jun-pub).pdf (2018)) or the Essential Principles of Safety and 
Performance of Medical Devices and IVD Medical Devices issued by the 
International Medical Device Regulators Forum 
(http://www.imdrf.org/docs/imdrf/final/technical/imdrf-tech-181031-grrp-es
sential-principles-n47.pdf (2018)). Risk management for safe app use are 
to follow ISO 14971 Medical Devices: Application of Risk Management to 
Medical Devices (https://www.iso.org/standard/72704.html (2019)).

Brief cybersecurity 
recommendation is provided 
as part of the Regulatory 
Guidelines for Software 
Medical Devices: A Life Cycle 
Approach, including secure 
device design, proper 
customer security 
documentation, cyber risk 
management, verification and 
validation testing and, 
planning for surveillance and 
timely detection of emerging 
threats.

No existing 
framework or 
guidance, however 
design and 
manufacturing 
principles for 
medical device 
safety and 
performance include 
guidance that covers 
some aspects of 
usability such as the 
need for clear 
labelling and 
instructions, which 
would apply to 
health apps qualified 
as medical devices.

Sweden The Swedish Medical Products Agency (SMPA) has published regulations with regards to apps 
considered medical products (Act (1993: 584) on medical devices. 1. Sweden 
(https://www.riksdagen.se/sv/dokument-lagar/dokument/svensk-forfattningssamling/lag-1993584-om-me
dicintekniska-produkter_sfs-1993-584); Law with supplementary provisions to the EU regulation on 
medical devices (SFS 2021: 600) (in Swedish) 
(https://svenskforfattningssamling.se/sites/default/files/sfs/2021-06/SFS2021-600.pdf?utm_campaign=lv
_nyhetsbrev&utm_medium=email&utm_source=newsletter). To complement these, the Swedish version 
of the ISO standard (SIS-CEN ISO/TS 82304-2:2021 https://www.iso.org/standard/78182.html (2021)), 
which also covers wellness apps, further suggests cost of app, users should be asked on consent with 
regards to advertisements and use of data, and the description provided in the app store should be 
accurate and clear. The user should understand how the app achieves its decisions. Additional ‘product 
information’ is also suggested by ISO, e.g., contact info to person authorized to represent health app 
manufacturer.

In addition to SMPA regulations for 
apps considered medical products, the 
SIS-CEN includes: the evidence 
backing up the development of the 
app, appropriate interpretation of data, 
potential for harm and measures in 
place to control the health risks.

In addition to SMPA regulations for apps considered 
medical products, the SIS-CEN includes: Interoperability, 
and application size.

In addition to SMPA
regulations for apps 
considered medical products, 
the SIS-CEN includes: 
compliance with data 
protection laws, protection 
against theft and viruses, 
signalling of breaches, 
authentication, data sharing, 
and maintenance.

In addition to SMPA
regulations for apps 
considered medical 
products, the 
SIS-CEN includes: 
functionality, 
aesthetics, age 
restrictions, and 
availability in 
multiple languages.

USA No current regulation regarding this. If medical mobile applications are intended to be
used ‘in the diagnosis of disease or other
conditions, or in the cure, mitigation, treatment or
prevention of disease’, they are regulated by the
FDA as medical devices. Otherwise health
content is not regulated.  See also these
references27,28 for details.

App stores have some requirements Delegating to app stores, e.g., Google
Play Developer Distribution
agreement states that if you make
your product/app available through
the Google Play store, you must:
‘Protect the privacy and legal rights of
users. Make users aware that
personal information will be used by
your app’.

No existing 
framework or 
guidance

Results and Discussion

Traditional national policies are less effective in regulating medical information. 
Instead, standards and guidelines can play an important role as a novel kind of 
governance. A balance must be sought between detailed evaluation criterion on 
the one hand, and the applicability of frameworks on the other. Usability of the 
frameworks is also important. Some recommendations include having more 
cross-country cooperation to allow for easier experimentation for safe and 
effective health apps. Future developments should aim to achieve a state where 
a clinician is able to prescribe an appropriate app for the patient, making it easy 
for the patient to access the intended product, which would interoperate with 
their electronic health record. 

Document Review and Analysis
healthcare legislation, national strategies and 

e-Health reports, technology and e-service standards
Interviews with Experts
emails and phone calls

Health Information must 
presented in a way that is 
clear, accurate and regularly 
updated

Measures should be put 
in place to ensure apps 
are protected against 
data theft and malware.

Key Mobile 
Health App 
Domains

Honesty

Transparency Accountability 

Sweden has, in addition to requiring 
apps to list its financial disclosures 
also strongly recommends adding a 
contact number representing the 
health app manufacturer under 
‘Additional product information’ 

Information 

Health Content 

Apps must be operable by 
their intended audience, 
including to those with 
poor literacy or mobility.

Information Quality 

Germany requires developers to show 

quality of proof of its ‘positive care 

effects’ and medical quality.

Apps should accurately 
describe its features and 
user-end instructions to 
minimise chances of 
misinterpretation. 
Furthermore, users should 
also be accurately informed 
with how their data is utilised 

Apps must also 
take 
responsibility for 
how they 
change the 
health and 
behaviour of 
their users 

Data 
Protection

Security 

Users should be 
able to decide 
when their data is 
shared with third 
parties

Privacy Singapore requires apps to 

meet various different ICT 

criteria regarding data privacy, 

authentication, identification as 

well as therapeutic relationship 

and informed consent

Technical Content

Usability Interoperability 

Apps should also be 
able to exchange 
data with electronic 
medical records for 
greater utility.

Information and services 
offered by health apps 
must be evidence-based.

Apps are evaluated with a 

benchmark (DTAC Standard) in 

accordance to industry standards 

on the grounds of reliability and 

interoperability
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