NTUSECURE for Windows 10 Clients

When near a wireless access area, click on the network icon highlighted in red circle below.

Click on "Network & Internet Settings" , under "Status", go to "Network and Sharing Center".
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metered connection or change other properties.

Change connection properties

Show available networks
Change your network settings

@ Change adapter options

View network adapters and change connection settings.

% Sharing options

For the networks you connect to, decide what you want to share.

A Network troubleshooter

Diagnose and fix network problems,
View your network properties
Windows Firewall

Network and Sharing Center

Network reset

Have a question?
Get help
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Proceed with "Setup a new connection or network".

L% Network and Sharing Center

x

4 %% > Control Panel > All Control Panel ltems > Network and Sharing Center v

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings
Change advanced sharing main.ntu.edu.sg Access type: Internet
settings Domain network Connections: [J Ethernet

Change your networking settings
Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Troubleshoot problems

Diagnose and repair network p or get

Click on "Manually connect to a wireless network".

‘.f’ Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

L Set up a new network
<ag,, Setup anew router or access point.

Manually connect to a wireless network

Connect to a hidden network or create a new wireless

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

I Next H Cancel
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Populate the fields for Network Name as "NTUSECURE" and Security Type as "WPA2-Enterprise".
Check the box for "Start this connection automatically". Proceed to click on "Next".

& & Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: [ NTUSECURE |

Security type: WPA2-Enterprise v

Encryption type: AES

Security Key: Hide characters

Start this connection automatically

[[] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

Click on "Change connection settings".

£¥ Manually connect to a wireless network

Successfully added NTUSECURE

— Change connection settings
Open the connection properties so that | can change the settings.

Close
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Under Connection tab for NTUSECURE, check the box for "Connect automatically when this network
isin range".

NTUSECURE Wireless Network Properties X

Connection  Security

Name: NTUSECURE
SSID: NTUSECURE
Network type: Access point

Network availability:  All users

Connect automatically when this network is in range

[JLook for other wireless networks while connected to this
network

[[] Connect even if the network is not broadcasting its name
(SSID)

Under the Security tab, ensure "Microsoft PEAP" is selected for the authentication method and
check the box “Remember my credentials for this connection each time I'm logged on".




NTUSECURE Wireless Network Properties X

Connection  Security

Security type: | WPA2Enterprise v

Encryption type: AES et

Choose a network authentication method:
|Microsoft: Protected EAP (PEAP) V‘i ‘ Settings

Remember my credentials for this connection each
time I'm logged on
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Click on "Settings", make sure uncheck the box "Verify the server identity by validating the
certificate".

When connecting:
[[] verify the server's identity by validating the certificate

Connect to these servers (examples:srv1;srv2;. *\.srv3\.com):

Trusted Root Certification Authorities;

[] pigiCert Assured ID Root CA ~
[ pigicert Global Root CA

[] pigicert Global Root G2

[] pigiCert High Assurance EV Root CA

[] pigicert High Assurance EV Root CA

[] DST Root CA X3

[[] Entrust Root Certification Authority v
< >

Notifications before connecting:
Tell user if the server name or root certificate isn't spedified

Select Authentication Method:

| Secured password (EAP-MSCHAP v2) v ‘ | Configure...
Enable Fast Reconnect

[[] Disconnect if server does not present cryptobinding TLV

[[]Enable Identity Privacy
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Under "Select Authentication Method", click on "Configure". For machines joined to the domain,
check the "Automatically use my Windows logon name & password (and domain if any)", otherwise
uncheck this option for non-domain devices and click "OK".

EAP MSCHAPV2 Properties X

When connecting:

Automatically use my Windows logon name and
password {(and domain if any).

==

Proceed to click on "NTUSECURE" under the wireless SSID connection screen.
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For machine not join to domain, supply the domain, username & password when prompt for login
credentials.

Windows Security X

Sign in

I STAFF\XXXXX l

Domain: STAFF

OK Cancel

When successfully connected to "NTUSECURE", the below display should be seen.

NTUSECURE
Connected, secured

Properties

Disconnect
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To remove the NTUSECURE profile, from step 1, click on "Network & Internet Settings”, under "Wi-
Fi", click on "Manage known networks".

Settings
@ Home W|' F|
Find a setting pel Wi-Fi
@ on

Network & Internet

Show available networks

B Status

Hardware properties
Z  Wi-Fi
I @ Manage known networks

%2 Ethernet
Hotspot 2.0 networks

@ Dial-

= Dial:up Hotspot 2.0 networks might be available in certain public places,
like airports, hotels, and cafes.

°® VPN
Let me use Online Sign-Up to get connected

5~  Airplane mode @ on

() Mobile hotspot When this is turned on, you can see a list of network providers for

Online Sign-Up after you choose a Hotspot 2.0 network.
(S Data usage

Click on "NTUSECURE" and "Forget", repeat step 1 to 7 to re-enter any changes to the profile
settings.

< Settings
@ Wi-Fi
Manage known networks

Add a new network
+

| Search this list pel

Sort by: Preference v Filter by: All v

NTUSECURE
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Properties Forget
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An alternative express setup is available for advance user. A profile can be imported into the host
machine by copying the attached file and executing the below from command prompt:

netsh wlan add profile filename="Wi-Fi-NTUSECURE.xm|"

:\Windows\system32>netsh wlan add profile filename="Wi-Fi-NTUSECURE.xml"

rofile NTUSECURE is added on interface Wi-Fi.

For machine joined to domain, use this attached profile and command to issue is:

netsh wlan add profile filename="Wi-Fi-NTUSECURE-domain.xml"

With the authentication & encryption settings imported from the xml file, one only need to supply
the login credentials when prompt in step 7 to complete the setup.

--- End of Document ---


https://www.ntu.edu.sg/docs/default-source/ntu/it-services/wi-fi-ntusecure.xml?sfvrsn=825039b5_4&download=true
https://www.ntu.edu.sg/docs/default-source/ntu/it-services/wi-fi-ntusecure-domain.xml?sfvrsn=c9d33eba_6&download=true

