Phones and tablets for Android 11

Important Note: Only Android version having TLS version 1.2 and above are supported.
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Install the 'eduroam CAT' app.

e Open 'Play Store' from your Apps list and search for 'eduroam CAT' (or use this direct
link: https://cat.eduroam.org/eduroamCAT-stable.apk)
e Select 'INSTALL', once installed close 'Play Store'. Do not open the app yet.
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Give the eduroam CAT app location and storage permissions.

e Open Settings a and select 'Apps'.

e Find and select 'eduroamCAT" in the list.

e Select 'Permissions'.

e Make sure that the app has permissions for both Location and Storage.
e  Exit 'Settings'.
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Uninstall existing eduroam configuration. If you do not already have eduroam configured, then you
can skip this step.

e Open Settings B and select 'wi-Fi.

e Press and hold on 'eduroam' until a pop-up box appears.

e Choose 'Forget network' and leave the settings screen.

e If you do not see 'Forget network' as an option then your device does not have any
configuration for eduroam, you can move onto Step 4.

You will need to be connected to the internet to complete this process such as mobile data (3G/4G)
on your device.

Use the 'eduroamCAT' app to install the 'NTU — Nanyang Technological University' profile.

e Open the newly installed 'eduroamCAT' app.

e If prompted, allow the app access to your device's location.

e You will see a list of 'Nearby Configs'. If you see 'NTU — Nanyang Technological University'
listed here, select it.

( =« eduroamCAT

Nearby Configs

NTU - Nanyang Technological gz
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Manual Search

o If prompted allow the app permission to access photos, media and files. This is required so
that the necessary security certificate can be installed.
e You will then be presented with a summary of the configuration file.



- Install Configuration File

Configuration File Summary

Provider Name:NTU - Nanyang Technological
University
Description:NTU eduroam Profile

Authentication Method #1

EAP Method Type: 25/PEAP

Inner EAP Method Type: 26/MSCHAPv2
Authentication Server: ESF-

CPA-1A staff. main.ntu.edu.sg

Authentication Server: ESF-
CPA-1B.staff.main.ntu.edu.sg

Authentication Server: ESF

CPA-2A staff. main.ntu.edu.sg

Authentication Server: FSF-

CPA-2B.staff. main.ntu.edu.sg

Authentication Server: ESF-

CPA-3A staff. main.ntu.edu.sg

Authentication Server: ESF-
CPA-3B.staff.main.ntu.edu.sg

Authentication Server: wireless-radius ntu.edu.sg
CA Certificate CN: CN=wireless-radius.ntu.edu.sg
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e Select 'Install' and when prompted confirm that you are sure by selecting 'Yes'.

Install Profile

Are you sure you want to install
the profile?

No

e Forthe 'username’, type in the username of the network id (ie.
<username>@staff.main.ntu.edu.sg or <username>@student.main.ntu.edu.sg or
<username>@assoc.main.ntu.edu.sg or <username>@niestaff.cluster.nie.edu.sg or
<username>@niestudent.cluster.nie.edu.sg.) and follow by the password.

e Select 'Install'.
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Install Profiles Status

eciu roam

usemame: IIll@staff. main.ntu.edu.sg

Password: sessesnsw

Installing a profile will replace any
existing eduroam settings

Install

Status:Trying SSID <unknown ssid>

If at this stage you receive an error saying that a Screen lock is required then you will need to
set one (even if only temporarily while completing this process) - go to Settings -> Security ->
Screen lock (or similar) and set a PIN, Pattern or other authentication mode. Once this is
done the app should successfully complete the installation of the certificate (you will be
prompted for the new Screen lock authentication details).

The app will now run a series of checks. If configuration is successful you will see the
messages 'Profile installed' and 'Status:CONNECTED to SSID "eduroam™'.

{ »= eduroamCAT

Install Profiles

eci uroam

Current device configuration:
¢ Found SSID "eduroam’ with mixed mode
! Anon ID missing (optional)
& User D=/ @staff. main.ntu.edu
& EAP Method=PEAP with Phase2:MSCHAPv2
¢ CACertificate OK
o Server Subject Match missing

username: [ @staff.main.ntu.edu.sg

Password: sessssssus

Install

Status:CONNECTED to SSID "eduroam”
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e Check that you are connected to eduroam by opening Settings -> Wi-Fi and looking for
'Connected' under eduroam.

Wi-Fi
Wi Lo
Wi-Fi+ off
Enhanced Internet experience
AVAILABLE NETWORKS
eduroam =
Connected e
NTUSECURE =
Encrypted e
NTUGUEST =
Open N
Add network..
I

e Ifallis well then you can close the 'eduroamCAT' app.

e We have had reports that, in a minority of cases, removing the app once configuration is
complete has also removed the profile and therefore the connection to eduroam has been
lost. If you decide to remove the app and you then lose connection, you will need to reinstall
it and reconfigure the profile following the steps above (some versions of Android appear to
require the app to remain installed).

e Your device should now automatically connect to the University’s Wireless Service via
eduroam whenever an access point is in range.

Alternatively, you may go through the below steps if you want to connect to NTUSECURE.

e Open 'eduroamCAT' app.
e Click “ icon and select 'Advanced Options'.
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Install Select Config File

Advanced Options
Configuratior

Get Support
Provider Name:NTU

University
Description:NTU ed| About App

Authentication  Version Information
EAP Method Type: 25/PEAP

Inner EAP Method Type: 26/MSCHAPv2
Authentication Server:

Authentication Server:

Authentication Server:

Authentication Server:

Remove Profile

e Go to 'Status' tab and select 'Duplicate Profile'.

{ «= eduroamCAT

Install Profiles

WiFION  Debug OFF Reconnect

Duplicate Profile
Connection Status

ssi0 N BSSID

Signal Strength:-47dBm Link Speed:65Mbs
Connection State:Connected (CONNECTED)
Supplicant State:COMPLETED(OBTAINING_IPADDR)

WiFi Enabled:trueSupplicant OK:true
1P Addross ENREEEEE

WiFi Log:

**Advanced Status Output:

e Type in NTUSECURE and click 'Ok'.



Duplicate

What SSID to duplicate eduroam
to?

NTUSECURE

Cancel
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Go to 'Install' tab and select 'NTUSECURE' from the dropdown list.

Type in the username of the network id (ie. <username>@staff.main.ntu.edu.sg or
<username>@student.main.ntu.edu.sg or <username>@assoc.main.ntu.edu.sg or
<username>@niestaff.cluster.nie.edu.sg or <username>@niestudent.cluster.nie.edu.sg.)
and follow by the password.

Select 'Install'.

+= eduroamCAT

Install Profiles Status

(]
e(l uroam
Auth Method #1 4
eduroam 4
eduroam
L NTUSECURE

Password:

Installing a profile will replace any
existing eduroam settings

Install

Status:WiFi OFF:SCANNING

The app will now run a series of checks. If configuration is successful you will see the
messages 'Profile installed' and 'Status:CONNECTED to SSID "NTUSECURE"'.



eduroamCAT

Install Profiles Status

Current device configuration:
& Found SSID "eduroam" with mixed mode

! Anon ID missing (optional)
¢ User D= 7)staff. main.ntu.edu
&4 EAP Method=PEAP with Phase2:MSCHAPv2
¢ CACertificate OK
o Server Subject Match missing

Auth Method #1

NTUSECURE 4

username: | @ staff.main.ntu.

Password: sessassas

Install

Status:CONNEGTED to SSID "NTUSECURE"

e Check that you are connected to NTUSECURE by opening Settings -> Wi-Fi and looking for
'Connected’ under NTUSECURE.

Wi-Fi

Wi-Fi [ @)

Wi-Fi+

Off
Enhanced Internet experience

AVAILABLE NETWORKS

NTUSECURE =
Connected

eduroam =
Saved, encrypted -
NTUGUEST =
Open *

Add network...
@ =
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